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1. AHHOTALMS

[Ipodeccronanpubrii Momyms [IM.03 DOkcrutyaramusi 0OBEKTOB CETEBOM
UHQPACTPYKTYphl OTHOCUTCS K MPO(PECCHOHATHLHOMY ITUKIY TpodeccuoHaTbHON
MOJTOTOBKU IO TIpOrpaMMe IMOATOTOBKM CIEIHMATINCTOB CPEAHETr0 3BEeHa (manee
[TICC3) cneunansaoctu 09.02.06 CeTeBoe 1 CHCTEMHOE aIMUHUCTPUPOBAHHUE.

C menbro OBaJIeHUs yKa3aHHBIM BHUJIOM MPOQPECCHOHATIBLHOU ACSATEILHOCTH U
COOTBETCTBYIOIIMMH TMPOPECCHOHATLHBIMA  KOMIIETCHIIMSIMU  CTYJICHT B XOJ¢
OCBOEHHS TPOPECCHOHATBHOTO MOTYJIS JJOJKEH:

UMETh MPAKTUYECKUM OTIBIT:

— 00CIyXUBaHUS ceTeBOM UHPACTPYKTYPHI, BOCCTAHOBJICHUU
paboTOCIIOCOOHOCTH CETH TTOCIE cOOos;

— YIJIGHHOTO aIMUHHUCTPUPOBAHUS W BOCCTAHOBICHUS PaOOTOCIOCOOHOCTH
CeTeBOM MHPPACTPYKTYPHI;

— TMOJACPXKKH TOJIH30BATEICH CETH, HACTPOWKH aIapaTHOr0 M MPOTPaMMHOTO
oOecITIeucHHS CETEBOM MHPPACTPYKTYpPbI.

O6mmit o0beM y4eOHOW HArpy3kd M0 TPOo(heCcCCHOHATHLHOMY MOMYJIIIO
cocraBisier 618 wyacoB, Harpy3ka BO B3aUMOJICWCTBUM C IIperojaBaTesieM
cocTaBisieT 355 4acoB, 4acOB CaMOCTOATEIHLHOU paboThHl — 63 yaca.

Conepxanre mpodecCHOHAILHOTO MOJYJIS BKIIIOUAET MU3YUEHHE CIETYIOIINX
pa3nenos:

M/IK.03.01 DkcrutyaTtaius oObEKTOB CETEBOM UHPPACTPYKTYPHI.
Tema 1. DxcrumyaTarusi TEXHUUYECKUX CPEACTB CETEBOM MH(MDPACTPYKTYPBHI.
Tema 2. Dxcrmyatarus cuctem IP-tenedonnn.

M/IK.03.02 be3onacHOCTh KOMIIBIOTEPHBIX CETEH.

Tema 1. be3omacHOCTh KOMIBIOTEPHBIX CETEH.

Texymuii KOHTPOJIL MPOBOAUTCS B (POpME OLIEHKH TECTUPOBAHUS, PEIICHUS
CUTYallMOHHBIX 33]1a4 ¥ BBIMOJIHCHUS MTPAKTUIECKUX PadoT.

dopMa MPOMEKYTOUHOW arrectanuu — JaudepeHIMpOBaHHBIN  3auer,
KBaJIM(PUKAIIMOHHBINA SK3aMEH.



2. OBIIASI XAPAKTEPUCTUKA NMPO®ECCHUHOHAJIBHOI'O MOAYJIAA

2.1. Mecto npodeccnoHaTBHOT0 MOAYJISAA B CTPYKTYpPe MPOrpaMmMbl NOAT 0TOBKHU
CIeNUATUCTOB  CcpeaHero 3BeHa: TnpodeccnoHambHBIM  Momayah  [IM.03
Okcrutyatainiusi  OOBEKTOB  ceTeBOM  HHGPACTPYKTYpPhI OTHOCUTCS K
npoecCHOHATBPHOMY  Y4eOHOMY  IUKIY  MpOdEeCcCUOHATLHOM  MOATOTOBKU
MPOrpaMMBbl TIOJATOTOBKH CIEIUAIMCTOB CPEIHET0 3BEHA II0 CIHEUaIbHOCTH
cpennero mnpodeccuonanbHoro obpazoBanus 09.02.06 CereBoe W cHCTEMHOE
aJIMUHUCTPHUPOBAHHUE.

2.2. lear ¥ mWIaHUpPyeMble Pe3yJbTaTbl OCBOCHHMSI MNPO(eCcCHOHATIBLHOIO
MOAYJIA

B pesynbrare wuzydeHus NpoecCHOHATILHOIO MOAYJS OOYdYaroIIMICS JOKEH
OCBOUTbH BHJI JEATEIBHOCTU: DKCILTyaTalusl 0ObEKTOB CETEBOM MH(PPACTPYKTYPHI U
COOTBETCTBYIOININE eMY MpodhecCHOHAThHBIE KOMITCTCHITHH:

Kon HanmenoBanue pe3yibTata 00y4eHUs

BJ1 DKCIITyaTaius 00bEKTOB CETEBON HHPPACTPYKTYPHI.

[IK 3.1 | YcranaBnmuBaTh, HacTpamBaTh, OJKCIUTyaTUpPOBaTh U  OOCIYKUBATh
TEXHUYECKHE U IPOrpaMMHO-aIIapaTHBIC CPEJCTBA KOMITbIOTEPHBIX
ceTel.

[IK 3.2 | [IpoBoauth mpodumakTUdeckue paboOThl Ha  OOBEKTaX CETeBOU
UHQPACTPYKTYPHI U pabOUYNX CTAHLIHUSIX.

[1IK 3.3 | YcranaBnuBaTh, HACTpauBaTh, IKCILTyaTUPOBATh U OOCITY)KMBATh CETEBBIC
KOH(Uryparuu.

[IK 3.4 | YyacTBOBaTh B pa3pabOTKE CXEMBI IOCICABAPUIHOTO BOCCTAHOBJICHHUS
paboTOCTIOCOOHOCTH KOMIBIOTEPHOU CETH, BBINMOJHATH BOCCTAHOBJICHUE U
pe3epBHOE KOMUPOBaHKE HHPOPMAIIUH.

[IK 3.5 | Opranu3oBbIBaTh HMHBEHTAPU3AIMIO TEXHUYECKUX CPEIICTB CETEBOU
UH(PPACTPYKTYPHI, OCYIIECTBISATh KOHTPOJIb OO0OpYAOBaHUSI TOCIE €ro
pPEMOHTA.

[IK 3.6 | BbImoNIHATh 3aMEHY pacXOJHBIX MAaTepuajgoB W MEJIKUH PEMOHT
nepudepuitHoro o00pyAOBaHUs, ONPEENATh ycTapeBliee 000pyI0BaHUE
U IIPOrpaMMHBIE CPEACTBA CETEBOM MHPPACTPYKTYPBI.

OcBoeHnre mnpodeccHoHaIBPHOTO MOIYJS HaMpaBJICHO Ha pa3BUTHE OOIIMX
KOMIIETEHIIUN:

Kon HaumenoBaHue pe3ynbrara 00ydeHus

OK.01 | BeiOuparh crmocoObl pemieHus 3aaad MpodhecCHOHAIbHON esSTEIbHOCTH,
IIPUMEHUTENBHO K Pa3JIUYHbIM KOHTEKCTaM.

OK.02 | OcymiecTBisaATh TOUCK, aHaIM3 W HMHTEPHpPETAUI0 HHPOPMAIINH,
HE0OXOAMMOM ISl BBEIITOJHEHUS 3a4a4 Ipo(dhEeCCHOHATLHON AeITSIEHOCTH.

OK.03 |IInanupoBaTh W peanM30BBIBATH COOCTBEHHOE MpPO(ECCHOHATBFHOE U
JMYHOCTHOE Pa3BHUTHE.

OK.04 | PaboTtaTh B KOJUIEKTHBE M KOMaHJe, YPQPEKTUBHO B3aMMOIEHCTBOBAThH C
KOJUTEraMH, PYKOBOJICTBOM, KIIHCHTAMH.

OK.05 | OcymiecTBiasiTh  YCTHYIO M NHCHhbMEHHYI)  KOMMYHHKAIMIO  HA




rOCYJApCTBEHHOM SI3BIKE C YYE€TOM OCOOEHHOCTEH COLHMAIBHOIO U
KyJIbTYPHOTO KOHTEKCTA.

OK.06 | ITposiBAsTh TpaskJaHCKO-TIATPUOTHYECKYIO TO3UIIMI0, JIEMOHCTPUPOBATH
OCO3HAaHHOE IOBEJACHHE HAa OCHOBE TPAJULMOHHBIX OOILIEYEIOBEUECKUX
LEHHOCTEH, MPUMEHSATh CTaHIaPThl AHTUKOPPYNLIMOHHOTO OBEICHMUSL.

OK 07 | ConelicTBOBAaTh COXPAaHEHUIO OKPYXAIOIIEH CPEbl, PECYpCOCOEPEHKEHUIO,
3¢ (hEeKTUBHO IEHCTBOBATh B UPE3BbIUAHBIX CUTYAIUSX.

OK.08 | Hcmonp3oBath cpenactBa (QU3MYECKONW KyJAbTYpPHI MAJISI COXpPAHEHUS W
YKPEIJIEHUS 3[I0pOBbsl B IpoLecce NPOoPEeCCUOHAIBHON NEATENbHOCTH U
NoJIJIepKaHKsI HEOOXOIMMOr0 YPOBHS (hU3MUECKOI MOATOTOBJIEHHOCTH.

OK.09 | hcnonb3oBaTh HMHQPOPMALIMOHHBIE TEXHOJOTMU B MPOPECCUOHATBLHON
JeATENbHOCTH.

OK.10 | ITonb3oBaThcs MPOPECCUOHANBHON JOKYMEHTAIMEN HA rOCYAapCTBEHHOM
Y UHOCTPAHHOM SI3bIKaX.

OK.11 | Ucnonb3oBarh 3HaHUS 10 (PUHAHCOBOM TI'PaMOTHOCTH, IUIAHUPOBATh

MPEANPUHUMATENIbCKYIO JEATEILHOCTh B podeccuoHanbHOM cdepe.

Pe3yabTaTnl 00yuenusi (3HAHM S, YMEHHUS, IPAKTUYECKHH OMBIT)
B pesynpTaTe ocBoeHUs MPO(HECCHOHATFHOTO MOAYJISI 00 yJaIOUTUICS TOIDKEH:

HUMCTb

MPAKTHYCCKUH | pabOTOCHOCOOHOCTH CETH IOcie cOOs;

OIIBIT

— O00CIIy)KMBaHUS ceTeBOM HHPpacT Typbl, BOCCTAaHOBJICHHUH
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— yAaJCHHOTO aIMUHUCTPUPOBAHMS u BOCCTaHOBJICHHS
paboTOCIOCOOHOCTH CETEBOM MH(PPACTPYKTYPHI;

— TOJJEPKKU TI0JIb30BaTeed CETH, HACTPOMKH amnmapaTHOTO H
IIPOrPaMMHOI'0 00CCIICUCHHS CETCBOM MH(PPACTPYKTYPBHL.

YMETH

— aJAMUHUCTPUPOBATH JIOKAJbHBIC BEIYUCIUTEIIHHBIE CETH;

— MPUHUMATH MEPHI M0 YCTPAaHEHUIO BO3MOKHBIX COOEB;

— o0ecreurBarh 3allUTy MPH MOJKIIOYCHUN K MHOOPMAIMOHHO-
TEIICKOMM YHUKAIIMOHHOU ceTu "MuTepHeT".

3HaTb

— OCHOBHBIE HAMPAaBJICHUS AJIMUHUCTPUPOBAHUS KOMITbIOTEPHBIX
ceTel;

— YTWINTHI, QYHKIUHU, YIAJCHHOE YIIPABICHUE CEPBEPOM;

— TEXHOJIOTHIO  O€30IacHOCTHU,  MPOTOKOJIOB  aBTOPH3AIIMH,
KOH(PUACHIIUATLHOCTH U 0€30MacHOCTH MpU paboTe C CETEBBIMU
pecypcamu.

2.3. KoinuecTBO 4aCcOB, OTBOJMMO€E HA OCBOEHHE MPO(ecCHOHATBLHOI0 MOAYJIsI:
Bcero yacoB — 618 yacos, B TOM 4HCIIE:
Ha ocBoeHue MJIK - 418 yacos, BKIrouasi:
00s13aTeNIbHON ayTMTOPHON YIeOHOM HArpy3ku o0Oydaromerocsi—355 9acos;
CaMOCTOSITEILHON paboThl oOyuarornierocsi— 63 Jaca,
Ha TIPAKTUKH:
yueOHyto — 108 Jacos;
IIPOM3BOJICTBEHHYIO —/2 Haca.




3. CTPYKTYPA U COAEPKAHUE ITPOPECCHUOHAJIBHOI'O MOAYJIA IIM.03 DKCIIVIYATALIUA
OBBEKTOB CETEBOI UH®PACTPYKTYPBI

3.1. TemaTu4ecKuil IJIaH NPOPeCcCHOHATBHOT 0 MOTYJIS

O0bem BPEMEHU, OTBeleHHbI HA 0OCBOEHHUE MEKIUCHUINIIUHAPHOT O

IIpakTuka
Kypca (KypcoB)
Oos3aTenbHast ayIUTOPHAsE y4eOHas Harpy3Ka .
00yJaromerocst = § =
Kon s |85 |z | ¢ z
npogecCHOHAIBH HauMeHOBaHMSI Pa31esioB Bcero © o w Sa| 2E = g3 = =
= 2 = =" 8 < m S m 8 = ® M -]
bIX U 001N X npogeccuHoOHAJIBLHOI0 MOAYJIA 4acoB ) Z g = =S| 558 g S ? s ZS|&5¢8
KOMIeTeHI Ui Bcero, | teopermue | T E g 2E 3 § § =| E&F g g 53 e 2 %( 8
YacoB CcKoe E =25 32§ 4 s 2|33 S %E > 2
g S 3 = §: 2 E = Z o =
= | § = SE|CS = 2
i i 2| == = =
ol ¢
1 2 3 4 5 6 7 8 9 10 11 12 13
IIK 3.1 -TIK 3.6 | MJIK.03.01 DkcmiyaTarms 226 190 84 24 82 - - 36 - R
OK.01-OK.11 | oOobekroB cereBoit
HHPPACTPYKTYPHI
IIK 3.1 - TIK 3.6 | MJIK.03.02 be3omacHOCTb 194 165 75 18 38 4 30 27 2 -
OK.01-OK.11 KOMITBIOTEPHBIX CeTEU 108 79
1K 3.1 - T[IK 3.6 | YuebHas npakTuka 108 - - - - - il i i " | (3menm) | (2 nem)
OK.01-OK.11 A
[IK 3.1 - TIK 3.6 |IIpon3BoacTBeHHas MpaKkTHUKa 72 - - - - - - - - -
OK.01-OK.11
DK3aMeH 18 - - - - - - - - 18
(kBaNMGUKAIIMOHHBIN )
Bcero: 618 355 159 42 120 4 | 30 63 2 18 108 72




3.2. TemaTuyeckmii IJIaH U coaepxxanue npodeccuoHaaibHoro moayias [IM.03 Dkcminyaranusi 00beKTOB ceTeBOM

HHGPaCTPYKTYPhI
HaumeHoBanue pa3aenoB Coaep:xxanue yue0HOro MaTepuaja, JadopaTopHblie padoThl U NPAKTHYeCKHUe 3aHATHSA, | O0bem Koas!
Nnpo¢ecCHOHATBLHOIO0 CaMOCTOSITeJIbHAsI padoTa 00y4aromuXxcs, KypcoBasi padora (Ipoekr) 4acoB | KOMIIETeHLHI,
moayJas (IIM), ¢popmupoBann
MeKIHCHUTTHHAPHBIX 10 KOTOPBIX
kypcoB (MK) n Tem crnocoocTByeT
3J1eMeHT
y4eOHOM
AUCHUIJIMHBI
1 2 3 4
IIM.03 Dkcuiyaranus 00beKTOB ceTeBOil HHPPACTPYKTYPHI.
MJIK.03.01 DkcnayaTranusi 00beKTOB ceTeBOii HHPPACTPYKTYPHI. 226
Tema 1. Ixkcmuryaranus Coaep:xxanne y4e0HOTo MaTepuaia 46 I[IK 3.1 -TIK 3.6
TeXHUYECKHUX CPeICTB 1 duznyeckue acreKkThl dKCIuTyaTanuu. @U3nYecKoe BMEIIATeIbCTBO B HHPPACTPYKTYPY OK.01-OK.11
ceTeBOM MH(PPACTPYKTYPHI. CETH.
2 AKTHBHOE U TIAaCCMBHOE CETEBOE 000pylOBaHUE: KabelbHbIE KaHaibl, Kabenb, mard-
MaHEeJH, PO3ETKU.
3 | [Momoca mpomnyckaHus, mapa3uTHas Harpy3Ka.
4 | PacumupsieMocTs ceti. MacmtabupyemMocTs ceTu. JlobaBieHne OTAEIbHbIX 3JIEMEHTOB
ceTtH (m0Ibh30BaTENICH, KOMITBIOTEPOB, MMPHIIOKECHHM, CITYKO).
5 | HapammBanue JJUHBI CETMEHTOB CETH; 3aMEHAa CYIIECTBYIOIIEH anmnapaTyphbl.
6 | YBenuueHHE KOJIMYECTBA Y3JIOB CETH; YBEIMUYCHHE MPOTSHKEHHOCTH CBSI3€H MEXIy
00BEKTAMHU CETH.
7 Texundeckas ¥ mpoeKkTHas JokyMeHTanus. [TacmopT TEXHUYECKHUX YCTPOMCTB.
8 | ®usnueckas KapTa Bcel CeTH; JJIOTHYecKasi TOMOJIOTUSI KOMITBIOTEPHOM CETH.
9 | Knaccudukanus periaMeHTOB TEXHHUYECKUX OCMOTPOB, TEXHUYECKHE OCMOTPBI
00BEKTOB CeTeBON MH(DPACTPYKTYPHI.
10 | IIpoBepka 00BEKTOB ceTeBOM MH(PPACTPYKTYphl M TPOPHIAKTHISCKHE PAaOOTHI
11 | IlpoBenenue  perymsipHoro  pesepBupoBaHus.  OOcnmyxkuBaHUE  (UINYECKUX

KOMIIOHCHTOB; KOHTPOJIb COCTOSAHHUS alIapaTHOro O6€CHG‘-ICHI/I$I; OopraHu3anusa
YAQJICHHOI'O OITOBCIICHHM A O HCIIOJIAaJKaX.
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[IporpammHOe o0ecreyeHre MOHUTOPUHIA KOMIIBIOTEPHBIX CETe U  CETEBbIX
YCTPOHCTB.

13 | IIporokon SNMP, ero xapakTepucTiku, GopMaT cOOOIIEHUN, HA0OP YCIIYT.

14 | 3agaum ynpaBiieHUs: aHAJIU3 IPOU3BOIUTEILHOCTH U HAJIEKHOCTH CETH.

15 | OGopynoBanue sl TUATHOCTHKU W cepTU(UKAMN KabenbHBIX cucteM. CeTeBbie
MOHHUTOPBI, TPHOOPHI 71 cCepTU(PUKANNN KAOETbHBIX CUCTEM, KaOelbHbIe CKaHEphl
TECTEpHI.

JlaGopaTopHble 3aHATHS 60

1 | OxoHnoBka kabesis BuTas napa

2 3anenka kabesst BUTas mapa B po3eTKy

3 | KpoccupoBaHue 1 MOHTaXK MAaTY-IAHEIM B KOMMYTAIIMOHHBIN KA, HA CTEHY

4 | TectupoBaHue Kadems

5 [Toniepkka 1moJib30BaTENICH CETH.

6-7 | OkcrutyaTalsi TEXHUYECKHX CPEICTB  CeTeBOM HHOpacTpyKTypbl (MPHUHTEPHI,
KOMITBIOTEPbI, CEPBEPHI)

8-9 | BeimosHeHWE ICHCTBUI 110 YCTPAHEHHUIO HEU CIIPaBHOCTEH

10 | BoimonHeHWe MOHHTOPHHTa M aHaiu3a paboThl JIOKAIBHOW CETH C TOMOIIBIO
MIPOTPAMMHBIX CPEJICTB.

11 | OdopmieHre TEXHUYECKOM JOKYMEHTAIUH, TpaBuia 0 OpMIICHHS JOKYMEHTOB

12-13| IIporokon ynpasinenus SNMP

14-15 | OcHoBHBIE XapaKTepUCTUKH MTpoToKosa SNMP

16-17 | Ha6op ycayr (PDU) npotokona SNMP

18-19 | ®opmat coobuierniit SNMP

20-21 | 3agaum ynpaBJeHUs: aHAJIU3 IPOU3BOAUTEIBHOCTH CETH
22-23 | 3ajnaum ynpaBiIeHUs: aHAIHU3 HAJICKHOCTH CETU

24-25 | Yupasiienue 0€301acHOCTRIO B CETH.

26-27 | Yuer Tpaduka B ceTn

28 | CpencTBa MOHUTOPHHTAa KOMIBIOTEPHBIX ceTei

29 | CpexnctBa aHajIM3a CETU C MOMOIIBIO KOMaH[ CETEBOM OMEpPalMOHHON CUCTEMBI

30 | ®unHanbHas KOMIUICKCHAS TIPaKTUYECKash paboTa MO IKCILTyaTallid 0O0bEKTOB CETEBOM

UHPPACTPYKTYPHI




CamocrosiTesibHasg padoTa 00y4ar0IIMXCs

CucremaTnueckas nmpopadoTKa KOHCIEKTOB 3aHATUH, y4eOHON U CHEUaTbHONH TEXHUYECKOU
mutepaTypsl. KoHcmekTupoBaHue TekcTa, paboTa coO cIoBapsAMH U CIOPaBOYHHUKAMH,
O3HAKOMJIEHHME C HOPMATHBHBIMU JOKYMEHTaMH, y4ueOHO-HcCcleaoBaTeiabckas padoTa mpu
CaMOM IIMPOKOM Hcrojb3oBaHuu MHTepHera u npyrux IT-texHomoruii. I[IpoexTHbie Gopmbl
paboThl, MOArOTOBKAa COOOIIEHMH K BBICTYIJICHMIO HAa CEMHMHapax M KOH(epeHIMsX;
NoATroTOBKa pedepatos, qoknanoB. [loaroropka k 1a00paTOpHBIM U MPAKTUYECKHM paboTam ¢
UCIIOJIb30BAaHUEM METOANYECKUX PEKOMEHIANNU MpenoaaBaress, opopmieHne 1abopaTopHO-
IPAaKTUYECKUX padoT, OTYETOB U MOATOTOBKA K MX 3allUTE.

20

Tema 2. Jxcrryaranus
cucrem IP-tesieponun.

Coaepxxanue y4eOHOIro MaTepuajia

1 | Hacrpoiika H.323. Onucanue H.323 u obmue pekomeHmauuu. OyHKIHOHAIbHBIE
koMmnoHeHThl H.323.YcranoBka u nogaepxkka coenqunenus H.323.

2-3 | Coenunennst 6e3 u ¢ ucnonb3oBanuem GateKeeper. CoequHeHHs ¢ HMCIOIb30BaHUEM
Heckonbkux GateKeeper. Muorononb3oBatensckue kKoHpepenuuu. ObOecrnieueHue
OTKa30yCTOMYMBOCTH.

4-5 | Hacrpoiika SIP. Onucanue u odmue pekomenaanuu. Texnomorust SIP u cBsizaHHbIE C
HEW CTaHIapThI.

6-7 | dyaknuonansHbie KoMImoHeHTH SIP. CooOmienmst SIP. Anpecanus SIP. Mopens
YCTaHOBJICHUsI coeiHeHusd. [ImanupoBanme 0TKa30yCTOMYHUBOCTH.

8-9 | YcraHOBKAa M MHCTAJUIALMS MPOrPAMMHOTO KOMMYTaTopa. MOHTaXHbIE HpPOLEYPHI.
[Tpouenyps! HHCTAUBILKAK. YIIPaBICHUE aAllIAPATHBIMU CPEACTBAMHU U IOPTAMH.

10 | IIporokoner ympaBinenuss MGCP, H.248. Co3nmanue aHaJIOroBBIX aOOHEHTOB.
BHyTpHCcTaHIIMOHHAS MapIIPyTU3ALIHSL.

11-12 | YnpaBinenue  mpOrpaMMHBIM KOMMYTaTOPOM. Mappytusanus. ['pynsl
coenquHuTenbHbIX JiMHUM. [logkmouenue cranmuit ¢ TDM (aboHeHTCKkMil moctyn
TDM).

13-14 | Curnammzanus SIP, SIP-T, H.323 u SIGTRAN. IP-aGoneHThl. ['pymibl aGOHEHTOB.
JlonoyiHuTENIbHbIE a00OHEHTCKUE YCIYTH.

15-16 | Opranuzanus skcruryatauuu cucreM IP-tenedonun. Texuuueckoe o0cCITy’KUBaHUE,
IIJJAHOBBIM TEKYIIUN PEMOHT, IJIAHOBBIM KAIMTAJIbHBIA PEMOHT, BHEIUIAHOBBI PEMOHT.

17-18 | BoccranoBienue paboTel ceth 1mociae aBapud. CXeMmbl  IOCIeaBapUMHOTO
BOCCTaHOBJICHHS pa0OTOCITIOCOOHOCTH CETH.

19 | Texuuueckas W TpPOEKTHAs JOKYMEHTAIMsl, CIIOCOOBI PE3EPBHOIO KOMHMPOBAHUS
JAHHBIX, TPUHLIUIIBI paOOThl XpaHUJIMII IaHHBIX.
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IIpakTHyecKue 3aHATHS

1 Hacrpoiika annapatsbix [P-renedoHoB.

Hactpoiika nporpammusix [P-tenedoHoB, dhakcos.

PasBepreiBanue cetu ¢ ucnons3oBanueM VLAN nmst IP-tenedonnn.

Hacrpoiika numo3sa.

gl w|N

YcTaHoBKa,  MOAKJIIOYEHWE W TMEpBOHAYaJIbHBIE  HACTPOHKH  TOJIOCOBOTO
MapIIpyTH3aTopa.

Hactpoiika Ta0auibl mojabp30BaTeNeld B TOJIOCOBOM MapIHIPyTHU3aTOpE.

Hactpoiika rpyri B ToJ0COBOM MapIIpyTHU3aTOpE.

Hacrtpoiika Ta0auipl MapuIpyTH3aIii BbI30BOB B TOJI0COBOM MapIIPyTU3ATOPE.

O 0 N

Hacrpoiika rogocoBbIx co001eHn B MapupyTU3aTope.

10 | Hacrpotika nporpamMmmHuo-anmapaTtaoi IP-ATC.

1-12 | YcranoBka u HacTpoiika nporpammuoid [P-ATC (mampumep, Asterisk).

24

JlabopaTopHble 3aHATHSA 22
1-2 | TectupoBaHue KOJEKOB. MccnenoBanne napaMeTpoB KayecTBa 00CITy>KUBaHUS
3-4 | MOHMTOPHHT M aHAIIN3 COSAMHEHHH 10 pa3IMYHBIM MPOTOKOJIAM.
5-6 | MOHMTOPUHT BHI30BOB B POI'PAMMHOM KOMMYTATOpE.
7-8 | Co3naHue pe3epBHBIX KOMUM 0a3 TaHHBIX.
9-10 | /luarHocTHKa M yCTpaHEeHH e HeucnpaBHocTel B cucreMax [P-tenedonun.
11 | dunanbHas KOMIUJIEKCHas MpakTHueckas paboTa Mo JKciiyarauuud cucrem IP-
Tened OHUH.
CamocrosiTesibHas padoTa 00y4ar0uXCs 16

CucremaTtnueckast npopabOTKa KOHCHEKTOB 3aHATHH, yueOHOH M cllenualbHOW TeXHUYECKOM
outepatypbl. KoHcnekTupoBaHMe TeKCTa, paboTa €O CIOBapsMU U CIPaBOYHHKAMH,
O3HAKOMJIEHHE C HOPMATHBHBIMM JOKYMEHTaMH, ydeOHO-HMcclieloBaTelabckass pabora mpu
caMOM IIMPOKOM Hcnosb3oBaHuu HWHrepHeta u  apyrux IT-texmonormii. Iloaroroska
COOOILIEHUI K BBICTYIJICHHMIO Ha CEMUHApax U KOH(epeHUMsX; MOATrOTOBKa pedepaTos,
noknanos. [loaroroBka k 1abOpaTOpPHBIM M NPAKTUYECKUM paboTaM C HUCIOIb30BaHHUEM
METOIMYECKUX PEKOMEHAALUN mpernojaaBarens, opopmiieHHe 1a0opaTOpHO-TIPAKTHYECKUX
paboT, OTYETOB M MOATOTOBKA K MX 3aIUTE.




MJ/IK.03.02 Be3onacHOCTbh KOMIBIOTEPHBIX CETEIi. 194
Tema 1. BedonacHocTh Conep:xanue yueOHOro MaTepuajia 75 [IK3.1-TIK 3.6
KOMIILIOTEPHBIX CeTeH. 1 | CoBpeMeHHBIE YTPO3bI CETEBOM OE30MACHOCTH. OK.01-OK.11

2-3 | Bupycsl, uepBu U TPOSIHCKHE KOHU. MeTO/IbI aTak.

4-5 | bezonacHblii nocTynm K ycTpoiictBam. HasHaueHue aaMMHHCTPaTHBHBIX pOJIEi.
MOHHUTOPUHT W yIpaBieHHWE  ycTpoicTBamu.  Mcnonb3oBanwe — (QyHKITHS
ABTOMATH3UPOBAHHOM HACTPONKH 0€30IaCHOCTH.

6-7 | CroiictBa AAA. JlokanpHast AAA ayrentudukanms. Server-based AAA.

8-9 | ACL. Texnonorus 6panamayaspa. Konrekctasiid koHTpoIs noctyna (CBAC).

10-11 | INonutuku GpanaMay’pa, OCHOBAHHBIC HA 30HAX.
12 | IPS Texnosioruu. IPS curHarypsl.
13 | Peanmuzanms IPS. TlpoBepka u MonuTopusr IPS
14-15| Obecneuenne 06€30MaCHOCTH IOJB30BATEILCKUX KOMIBbIOTEpoB. CooOpakeHusi 1o
Oe3omacHocTu Broporo yposHs (Layer-2).
16-17 | Kordurypaius 6e301MacHOCTH BTOPOro ypoBHs. be3onacHocTh 0€CIpOBOIHBIX CETEH,
VoIP u SAN.
18-20 | Kpunrorpaduyeckue  cepBHCH.  ba3oBas  [EIOCTHOCTh H  ayTEHTUYHOCTb.
KonbuaennnansHocts. Kpunrorpadus OTKPBITHIX KITIOUEH.
21-23 | VPN. GRE VPN. Kommnonentsl u ¢pynknuonupoBanue [PSec VPN. Peanmzanus Site-
to-site [PSec VPN c ucnosns3oBanuem CLI.

24 | Peaymzanus Site-t0-site [IPSec VPN ¢ ucnons3oBanuem CCP.

25 | Peasmzamus Remote-access VPN.

26-27 | ITpurnMnel 0€30MaCHOCTH CETEBOro Nu3aiiHa. be3omacHas apXuTekTypa. YIpaBieHHE
npoleccaMu U 6e30MacHOCTb.

28-29 | TectupoBaHWe CETH Ha YI3BUMOCTU. HemnmpepplBHOCTH OW3HEca, IJIAaHUPOBAHUE
BOCCTAHOBJICHUS aBAPUIHBIX CUTYAIIHH.

30-31 | BBenenue B AnanTuBHOE yCTPOHCTBO Oe3onacHoCTH ASA.

32 | Kondurypanus ¢daupBona Ha 0aze ASA ¢ wucnonb3oBaHueM TIpadUyecKoro
unTepdeiica ASDM.

33 | Kondurypanus VPN Ha 6aze ASA c ucnonbp3oBaHueM rpaduueckoro uHTEepdeiica
ASDM.

IIpakTH4yeckue 3aHATHSA 18

ConmanbHasi MHXEHEpHsL.

I/ICCHGHOBaHI/Ie CCTCBLIX ATAK U UHCTPYMCHTOB ITPOBCPKU 3aIIUTHLI CCTHU.




JlabopaTopHble 3aHATHUSA

1 | Hacrpoiika nonmutruku 0€30macHOCTH OpaHaMay3pOB.

2 | Hacrpoiika 6e30macHOro 10CcTymna K MapupyTH3aTopy.

3-4 | Ob6ecneuenue aamuaucTpaTuBHoro nocryna AAA u cepsepa Radius.

5-6 | Hacrpoiika cuctembl npenotspaiieHus Bropxenunit (IPS).

7 | Hactpoiika 6e30macHOCTH Ha BTOPOM YPOBHE HA KOMMYTaTOpaXx.

8-9 | MccnenoBanue MeTo10B NI GPOBAHUS.

10-11 | Hacrpoiika Site-to-SiteVVPN ucrmonb3ys uaTepdeiic KOMaHIHOH CTPOKH.

12-13 | bazoBas HacTpoiika nuT03a 6e3omacaoctd ASA 1 HacTpolika OpaHIMay3pOB,
UCIIOJIB3Ys MHTEp(elc KOMaH IHOH CTPOKH.

14 | Ba3oBas HacTpolika muro3a 6e3onacHocT ASA 1 HacTpoiika OpaHaMayIpoB
ucnoJib3yst ASDM.

15-16 | Hacrpoiika Site-to-SiteVPN ¢ ofHO#1 cTOPOHBI HAa MaPILIPYTH3ATOPE UCIIONb3YS

uHTEpQEiic KOMaHIHOW CTPOKHU U C IPYTOM CTOPOHBI UCIIOJIB3YS IUII03 O€30MaCHOCTH
ASA nocpeacteom ASDM.

17 | HacrpotikaClientless Remote Access SSL VPNS ucnoas3yst ASDM.

18 | Hacrpoiika AnyConnect Remote Access SSL VPN ucnons3ys ASDM.

19 | ®unanpHas KOMIUIEKCHAs JJabopaTopHas paboTa mo 6€301nacHOCTH.

38

CemuHapckue 3aHATHS

1 | )Ku3HEHHBIN IMKJ CETH U TIJIAHUPOBAHME.

2 | Pa3paboTKa peraaMeHToB KOMIAHUU U MOJUMTHK 0€30MacHOCTH.

CamocTosiTe/ibHasi padoTa 00y4aroIUXCs

CucremaTtnueckas popadOTKa KOHCIIEKTOB 3aHITUH, yueOHOU U clielnaabHONU TeXHUUYECKOH JmTepaTypbl. KoHciekTHpoBaHue
TEKCTa, paboTa CcO CIOBapsIMU U CIIPaBOYHUKAMHU, O3HAKOMJIEHHE C HOPMAaTUBHBIMU JOKYMEHTaMH, y4eOHO-HCCIIe0BaTeNbCKast
paboTa npu caMOM HIMPOKOM Hcnosib3oBaHuu MHtepHera u apyrux IT-rexHonoruit. IToarotoBka cooOueHni K BBICTYIIEHUIO
Ha CeMUHapax M KOH(epeHIUsx; NOoAroToBKa pedepaTos, JokaanoB. IloaroroBka Kk 1a00paTOPHBIM U MPAKTUYECKUM paboTaM
C UCIIOJIb30BAHUEM METOJMYECKUX PEKOMEHJAIMil mpenogaBaTess, opopMieHnEe 1ab0paTOpHO -NIPAKTHUECKUX paboT, OTUETOB
Y IOJITOTOBKA K UX 3alIUTE.

27

KoncyabTanuu

KypcoBasi pabora

30




YueOHas npakTUKA

Buasl pador:

Hacrpoiika npaB goctyna.

OdopmiteHre TEXHIYECKOW JOKYMEHTAIMH, ITpaBHiia 0(hOpMIIEHHUS JOKYMEHTOB.
Hacrpoiika anmapaTtHoro u nporpaMMHOro 00ecredeHus CeTH.

Hacrpoiika ceTeBoii KapThl, UMsI KOMITbIOTEpa, pabodast rpyma, BBeJeHHe KoMIbioTepa B domain.
[IporpamMmHas TMarHOCTUKA HEUCIPABHOCTEH.

AnmnapaTHas JUarHOCTUKa HEUCIIPaBHOCTEH.

[Tonck HencnpaBHOCTEN TEXHUUECKUX CPEICTB.

BrinonHeHne 1elCcTBUM 10 yCTPAaHEHHUIO HEMCIIPABHOCTEM.

Hcnonb30Banue akTHBHOTO, TTACCHBHOT'O 000OPYIOBaHUS CETH.

10 YcTpaHeHue napa3uTHpYyIOLeil Harpy3KH B CETH.

11. TloctpoeHue GhU3HUECKON KapThl JIOKAJILHON CETH.

CoOoNORWNE

108

IIpou3BoacTBeHHAs NPAKTHKA

Buabi pa6or:

1. VcranoBka Ha cepBepbl MU pabo4yHMe CTAHIMM: OINEPALMOHHBIE CHCTEMbl U HEOOXOAMMOE i PabOThl MPOrpaMMHOE
obecrieyeHue.

2. OcymiecTBieHHE KOH(UTYPHUPOBaHUS MPOrPaMMHOI0 o0ecreueHrs Ha cepBepax U pabounx CTaHIUSAX.

3. [onnepxka B pabOTOCIOCOOHOM COCTOSIHMH MPOrPpaMMHOE 00€CIIeueHrEe CEPBEPOB M pabOUNX CTAHIUH.

4. Peructpartius moyib30BaTeNCH JIOKAJLHON CETH U MMOYTOBOT'O CepBepa, Ha3HAYaeT MIACHTH(PUKATOPHI U TTAPOJIH.

5. YcraHOBKa IIpaB 1OCTYIA M KOHTPOJIb HCIIOJIb30BAHMSI CETEBBIX PECYPCOB.

6. OGecrieyeHrn e CBOEBPEMEHHOI0 KOMMPOBAHUS, ApXUBUPOBAHUS U PE3EPBUPOBAHMS JAHHBIX.

7. IlpuHsiTe Mep IO BOCCTAHOBJIEHHIO pabOTOCIOCOOHOCTH JIOKaJIbHOM CETH MpU COOSIX WM BBIXOJE U3 CTPOSI CETEBOrO
000pyI0BaHUS.

8. BoisBieHue omMOOK 1MoJib30BaTeNeH U NPOrpaMMHOI0 00ecriedeHus U PUHITHE MEp IO UX UCIPABIIECHUIO.

9. IlpoBenieHHEe MOHUTOPUHTA CETH, Pa3pabaThiBaTh MPEAJIOKEHUS IO PA3BUTUIO HHPPACTPYKTYPHI CETH.

10. OGecnieuenue cereBoil 6e30mMacHOCTH (3aILUTy OT HECAHKIMOHHPOBAHHOIO JOCTyna K MH(OpManuu, MpocMOTpa WU
M3MEHEHUS CUCTEMHBIX (DaiijIoB U JaHHBIX), O€30MaCHOCTb MEXCETEBOr0 B3aUMOJICHCTBUSI.

11. OcymiecTBiieHHE aHTUBUPYCHOM 3aIlMThI JIOKAJIbHOM BBIYMCIUTENBHON CETH, CEPBEPOB U pabOUMX CTAHIIMMA.

12. JIOKyMEHTUPOBAHHE BCEX IPOU3BEACHHBIX JEHCTBUIA.
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4. YCJOBUSA PEAJINBAIIMU TPOPECCUOHAJIBHOI'O MOAYJIA

4.1. MaTepuajJibHO-TEXHHYECKOe o0ecnedeHue npodecCuoHaAJIbHOr0 MOAYJIsI
IIM.03 DxcniyaTanus 00beKTOB ceTeBO0il HHPPACTPYKTYPHI

Peanu3zanus npodeccuoHaIbHOro MOAYs TpeOyeT HATMYusl y4eOHbIX KAOMHETOB:
A) Kaduner nunopmarukm.

OcHarieHHOCTh Y4eOHOro KaOuHeTa:

KomrutekT mebenu 11t yaeOHOTo Imporecca

MynpTrMenuiiHoe  0o0OpyloBaHWE:  MEpPCOHANbHBIE  KOMIBbIOTEpH — 12
IT.(MOAKIIOYEHHBIE K JIOKAJIbHON BBIYUCIUTENBHOM ceTu U cetu «uTepHer»): 11K
3 - ICL RAY S902.3, monutop ViewSonic VA2038W-LED; monutop 19"
ViewSonic TFT 19" VA916; cucrememnslii Omnok P-Athlon64 X2
6000/1024*2M6/320 Gb/ k1aBuarypa/mbiiib/koBpuk; ckanep MUSTEK Bear Paw
2400; mnpuntep Canon LBP-1120; mnpoektop wMyasTuMeauiabiii —Hitachi;
KAJIbKYJISITOPBI.

CpencrBa oOydyeHus: ydeOHash JOCKa, CIPAaBOYHbIE MOCOOMA M AUIAKTUYECKUN
MaTepualn, Menuareka (MyJlbTHMeIua pa3paOOTKH M TPE3eHTAlUUU K YpOKam),
DKpaH.

b) JlaGoparopusi opraHM3anMyd ¥ NPUHIUIOB TMOCTPOEHUS KOMIbITEPHBIX
CHCTEM.

Kommnekt Mmebenu aiist yueOHOro mporiecca.

MynsTuMenuiinoe obopynoBanue: komnbeiotepel — 28 mr.: [IK RAMEC GALE
LCD LG 23"/Intel 15 4590/MSI B85M-E45/2x4DDR3/GT740
2Gb/500Gb/knaB,meimb; 11K S404,2 400W/Intel Core 13 540/xi1aB.,MBIIIb,MOHHT.
215" VA2248-LED; TIK ICL RAY S902.1, knaBuart., Mbliiib, MOHHTOp ViewSonic
22" VA2232W-LED; mpuntep Canon LBP 1120; mpoekTop MyIbTUMEAUINHBIN
Hitachi CP-EX250; npoextop mynbTumeauniineiii Hitachi CP-EX251N.

CpenctBa o0ydeHusi: HCTOYHUK Oecnepeboitnoro mutanus APC  Smart-UPS
1000V A; xommytarop Cisco Catalyst 2960; kommyrarop Trend Net N-Way Switch
TEG S160TX; kommyratop WS-C2960-48TT ¢ xouBepropoM; kommyrtarop JIBC;
kommytarop Cisco Catalyst WS-C2960; IP- Bugeoxkamepa Nikvision, 2 1mrT.;
nmporpaMMHO-TeXHrYeckuit komruieke WS-C2960-48TS ¢ ycraHOBIEH. mporpam.
obecnieuenuem; Touka goctyna CISCO CAP 26021-R-K9; nocka mapkephas
120x240 cm.

IlepeyeHb JTUIIEH3UOHHOT O MPOrPAMMHOI0 00ecTeYeH s :

1C: Hoxymentoobopor 8 KOPII (muuensusi No75027601); 1C: Ilpennpusarue 8.
Kommutekr mis oOyduenus (mumensuss Ne8922961); Microsoft Access (mreH3ust
NelM123460); Microsoft Office Standard (nmuumensuss Ne66059532 OPEN
96044930ZZE1711); Microsoft Project Professional (mumensus NelM123460);
Microsoft Visio Professional (nmumensmst NelM123460); Microsoft Visual Studio
Enterprise (imuensust NelM123460); Microsoft Windows Enterprise (muieH3us
NelM123460); xomruiekr ['APAHT-Mactep (mmuensust Nel2-40272-000898);
Arear Dr.Web (muuensus Ne QS34-HC7C-SD53-K5L2); xommiaekt I1O most
pelIeHusI OCHOBHBIX TMOJIb30BaTENIbCKUX 3aAa4u (cBoOoaHO pachp. [10); CnpaBouyHas
npaBoBasi cucremMa «KoucynpTanT Ilmoc»  (koHTpakt Ne2023 CB 3 ot
29.12.2022r)

B) JlaGoparopusi MnporpaMMHO-aNmapaTHOM 3alIUTbl O0BEKTOB CeTEeBOM




HHPPACTPYKTYPBHI.
Komrmexkt mebemnu ajist yaeOHOro mporiecca.

MynbTumMenuiiHoe 00opyaoBanue: kommbroTepsl -29 mmir.: TIK H404,2 420W/Intel
Core i3 540/xnaB., MbIiib, MOHUT. 21,5" VA2248-LED; nepcoHallbHbIH KOMIILIOTED
Dell Opti Plex 745Intel/80Gb/1GB/16X DVD-/-RW wmbiiib,kiaB,; mepcoHaIbHBIN
kommwtorep Dell Opti Plex 745Intel/80Gb/1GB/DVDROM/CDRW Mmbiiib,Ki1aB;
cuct. 6ok FORMOZA P4-2660 FDD3"; monutop EOL | DEII 17" TFT, 10 mT.;
mouutop LG LCD 19" L 1919 S-SF silver; mouutop TFT 17" Samsung 740N LS
17HAAKS, 12 miT.; mpoeKTop.

CpencrBa oOyuenusi: gocka MapkepHas 120*240 cm; kommyratop 3Com Switch
5500G-EI24 moproB; kommbioTepHas ceTh 1. 600m. B ayn.308-312 3 kopm.;
kouaunuonep LG SI12LH; pomisl ¢ MeXaHMYECKHM  YIOPaBICHUEM; CTOJ
KOMITBIOTEPHBIN € MEPEropoaKOH, 5 IT.; 3KpaH HacTeH. pyiaoH. 200%210 cm.
IlepeyeHb JTUIIEH3UOHHOT 0 MPOrPAMMHOI0 00ecTieYeHHsI:

Microsoft Access (mumen3us NeIM123460); Microsoft Office Standard (nmmen3us
Ne66059532 OPEN 96044930ZZE1711); Microsoft Project Professional (nuuen3us
NelM123460); Microsoft Visio Professional (nuuensuss NelM123460); Microsoft
Visual Studio Enterprise (suuensust NeIM123460); Microsoft Windo ws Enterprise
(mumen3ust NeIM123460); kommiekt 'TAPAHT—Mactep (mumensus Nel2-40272—
000898); Arent Dr.Web (mmmen3us Ne QS34-HC7C-SD53-K5L2); xommrekT 10
JUISL PEIlIEHHs OCHOBHBIX TMOJb30BATEIbCKUX 3amad (cBoboaHo pacmop. [1O);

CnpaBounas npaBoBas cuctema «Koncynerant [lmoc» (kontpakt Ne2023 CB 3 ot
29.12.2022r)

I') Macrepckasi MOHTA:Ka M HACTPOMKH 00bEKTOB CeTeBOH HHPPACTPYKTYPHI.
Kommuiekt Mebenu jyist yaeOHOro mpoiiecca.

Mynbtumenuiinoe obopynoBanue: kommnbioTepsl 12 mt; cucteM.0mok INTEL Core
2/2048*2 Mb/500Gb/knaBuarypa + MbIIIb + KOBpPHK, 6 mT.; cucteM.0mok P-Core
2/2048 M6/500Gb/+xnaB.+MbIb+KoBpUK, 6 mT.; MoauTOp TET 20" Samsung SIM
2043W, 12 mt.;

CpenctBa o0OyueHus: ucTouyHMK OecnepeOoiinoro mnutanuss APC  Smart-UPS
1000VA; xommyratop Cisco Catalyst WS-C2960-48TT-L ¢ mpemxycTaHOBICHHBIM
nporp. obecneuenuem, 2 mT.; kommyTtatop Cisco WS-C2960+24PC-L; mkad
MoHTaXHBIH 19" B xommiekTe 2010*800*800 mm;

IlepeyeHb JIULEH3MOHHOT O IPOrPAMMHOI0 0O0ecTedeHHs :

Microsoft Access (unensus NelM123460); Microsoft Office Standard (sunensust Ne66059532
OPEN 96044930ZZE1711); Microsoft Project Professional (yiumensus NelM123460); Microsoft
Visio Professional (mumensus NelM123460); Microsoft Visual Studio Enterprise (unensus
NelM123460); Microsoft Windo ws Enterprise (mutensust NelM123460); kommiekt TAPAHT—
Macrep (muuensus Nel2-40272-000898); Arent Dr.Web (mumensus Ne QS34-HC7C-SD53-
K5L2); komrutekt I1O miis perieHusi OCHOBHBIX MOJIb30BATEIbCKHX 3a7a4 (CBoO0HO pactip. [10);
CnpaBounas npaBoBas cuctema «Koncynprant [Imroc» (koaTpakT Ne2025 CB_ 2 ot 04.12.2024r)

JloroBopbI 0 NPAKTHYECKOM MOAT OTOBKE:

- AO «Mapuiickuii MalmMHOCTpOUTENbHBIN 3aBon» [oroBop Ne 1/2021 ot
01.02.2021 — GeccpovHBI.

- ®unuan [MTAO «Pocrenekom» B Pecniyomuke Mapuii O JloroBop Ne 83/2021 ot
27.01.2021 — GeccpouHBIH.



4.2. UndopmanuonHoe odecnedenue mnpodeccuonasbHoro moayas IIM.03
JIKCIIyaTauus 00beKTOB ceTeBoil MHPPACTPYKTYPbI

OcHOBHasl M JONOJHUTENIbHAS JUTEpaTypa

e u3a., crep. — Cankr-IletepOypr : Jlans, 2022. — 396 ¢. — ISBN 978-5-
507-44963-7.— Tekcr: odnekTpoHHBIH / JlaHp :  3JIEKTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/322610
Pexxum goctyna: s aBTOpU3. MOJIb30BATEIEH

No KommuecTBo
/1 o 9K3CMIIIAIPOB,
CHOucok ucroiab3yeMou JIUTepaTypbl
NMCHOIIIUXCS B
(neqamﬁbze MS’()CZHM}Z, IJIEKNPOHHbLE U30aHUs 3a nocieonue 5
OnOINOTEKE,
Jsiem)
HUJIN CCBhIJIIKA Ha
2bC
OCHOBHAA JIMTEPATYPA
1 |Ha3zapoB, A. B. Dxcmiyaranuss 0ObEKTOB CETEBOM WH(PPACTPYKTYpHI : DIEKTPOHHBIN
yuebnuk / A.B. Hazapos, A.H. Enransrues, B.Il. MenbuukoB. - Mocksa : pecypc
KYPC : UHOPA-M, 2023. — 360 c. — (Cpennee nmpodeccroHaibHOE
obpazopanme). - ISBN 978-5-906923-06-6. - Tekcr: anekrponHsIii. - URL:
https://znanium.com/catalog/product/1860128 Pexum gocTtyma: st
aBTOPH3. MOJIb30BATEIICH
2 |CepreeB, A. H. OCHOBBI JIOKQJILHBIX KOMIBIOTEpHBIX ceTed / A. H. DIEKTPOHHBIN
CepreeB. - 3-¢ u3n., crep. - Cankr-IlerepOypr: Jlanes, 2023. - 184 c. - pecypc
ISBN 978-5-507-46832-4. - Tekcr : 25eKTpoHHbIH // JIaHb : 3JIEKTPOHHO-
oubamoreunas cucrema.-URL: https://e.lanbook.com/book/321215 Pexum
JIOCTYTIA: JUIsl aBTOPU3. TTOIb30BaTEIEH
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1 |Kyry3oB, O. U. NH}POKOMMYHUKAIIMOHHBIE CHUCTEMBbI U CETH : YYCOHUK DIEeKTPOHHBII
st cnio / O. U. Kyrtysos, T. M. Tarapaukosa, B. B. llexanoBckuii. — 2-¢ pecypc
u3n., crep. — Cankt-Ilerepoypr : Jlanp, 2021. — 244 ¢. — ISBN 978-5-
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obecnieuenue / A. E. Xypasnes, A. B. Makmanos, A. B. Banumen. — 2- pecypc




5. KOHTPOJIb MU OIEHKA PE3VYJbTATOB OCBOEHUA
IMPOPECCHOHAJIBHOI'O MOAYJIA

KoHTposlb M OLeHKa pe3ynbTaToB OCBOEHHUS NPO(PECCHOHAIBHOTO MOIYJIS
OCYILECTBIISIETCS MIpenoAaBaTesieM B (popMe TEKYIIEro KOHTPOJISI YCIIEBAEMOCTH U
IIPOMEKYTOYHOU aTTECTALIAH.

[IpoMexxyTouHas  arTecTalusi UMEET LENbI0  ONPENEeIUTh  CTENEHb
JOCTUKEHMSI 3aIlVIAaHUPOBAHHBIX PE3YJIbTaTOB OOY4YEHMs MO NMPOQPECCHOHAIBHOMY
Monyr0 3a nepuon oOydeHus. DopMa NPOMEKYTOUHOW aTTeCTallM -
nuddepeHIpoBaHHBIN 3a4€eT, FK3aMeH (KBaTU(UKAITMOHHBIN).

Texkymuii KOHTPOJIb YCIIEBAEMOCTH OCYILECTBIIAETCA B MPOLECCE MPOBEACHUS
MPAKTUYECKUX 3aHATUN M JTAOOpATOPHBIX pabOT, 0OecrneynBaeT OLIEHUBAHUE XO0Ja
OCBOEHHUSI MOYJIS.

@opMBbI TEKYHIETO KOHTPOJS YCIIEBAEMOCTH: TECTUPOBAHME, YCTHBIM OMpOC,
JTOKJIa]Ibl, BBITIOJIHEHUE IIPAKTUYECKUX " 71a00paTOPHBIX padoT.



Ne | HammeHnoBanue Kon popmupyemoit Pe3ynbratel 00y4eHus 1o npogeccuoHaIbHOMY MOYJIIO @opMBbI KOHTPOJIS
TEMBI KOMIICTCHIIHH
yMETh 3HATh

M/AK.03.01 DxcnuryaTanus 00beKTOB ceTeBoii HHPPaCTPYKTYPbI.

1. | Tema 1. IIK 3.1 — aJMHHUCTPUPOBATH JIOKAILHBIE | — OCHOBHBIE HanpaBiieHus | TeKyIuii KOHTPOJIb
OkcmtyaTanus [IK 3.2 BBIYUCIIUTEIbHBIE CETH, aJMUHHCTPMPOBAHUS  KOMIIBIOTEPHBIX | egarora B (opme
TEXHUYECKUX IIK 3.3 — TpPUHUMATH MEpEI o | CeETeH; OLICHKH pelIeHus
CPENCTB CETEBOU IIK 3.4 YCTPaHEHHUIO BO3MOXHBIX COOEB; — YTHUJINTHI, byHKINH, yIaneHHoe | 3anad, 3alUThI
I/IH(l)paCprKTypBI. IIK 3.5 — oOecrneuuBaTh 3aMIUTY npu YIpPaBJICHUE CEPBEPOM; na60paTopHHx pa60T.

1K 3.6 MOJKITFOYEHUH K MHPOPMAIUOHHO- | — TEXHOJIOTHIO 0e30MmacHoOCTH,
OK.01-OK.11 TEJICKOMMYHHUKAITUOHH O CeTH | TPOTOKOJIOB aBTOPHU3AIINH,
"NuTepHer". KOH(QUIEHLINAJbHOCTH U O€30MacCHOCTH

pu paboTe ¢ CETEBBIMU PECYpCaMHu.

2. | Tema 2. K 3.1 — aIMHMHUCTPUPOBATh JIOKAILHBIE | — OCHOBHBIE HanpaBiieHus | TeKyluii KOHTPOJIb
OkcIutyaTanust IIK 3.2 BBIYHCITUTEIbHBIC CETH; aJIMMHUCTPUPOBAHUSA  KOMIIBIOTEPHBIX | Ilefarora B (opme
cucrteMm IP- IIK 3.3 — NpPHHUMATh MepBI o | cere; OLIEHKH pelIcHus
TeeHOHNH. 1K 3.4 YCTPaHEHHIO BO3MOXKHEIX COOEB; — yTuouTH,  (QYHKUMHM,  yJalneHHoe | 3314, 3aIIUTHI

HK 3.5 — ofecneunBaTh 3amUTy TMpU | YIPaBIEHUE CEPBEPOM; mabopaTOpPHEIX  padoT.
1K 3.6 MOJIKITIOYEHUH K HH(POPMAIIMOHHO- | — TEXHOJIOTHIO 6e3omacHocTy, | ITOrOBEIH KOHTPOIL B
OK.01-OK.11 TEJIEeKOMMYHHKAaLlMOHH O CeTH | INPOTOKOJIOB aBTOpH3ALUH, dopme 9K3aMCHa
"UnTepuet". KOH(HUICHIMANBHOCTH 1 GesomacHocTy | (KBATH(UKALHOHHOTrO).

npu paboTe C CETEBBIMU PECYpPCAMU.

MAK.03.02 be3onacHOCTh KOMIILIOTEPHBIX CETEH.

3. | Tema 1. IIK 3.1 — aJIMUHHUCTPUPOBATH JIOKAJbHBIE | — OCHOBHBIE HampapyieHus | Texkymmn KOHTPOJIb
beszomnacHocTh IIK 3.2 BBIYHCITUTEIbHBIC CETH, aJIMUHUCTPUPOBAHUS  KOMIIBIOTEPHBIX | lefarora B (opme
KOMITBIOTEPHBIX I[IK 3.3 — TpPUHUMATH MepbI o | cere; OIIEHKH peuieHust
ceTen. IK'3.4 YCTPAHEHHIO BO3MOKHBIX COOEB; — yruutel,  (QyHKOMH,  yHaleHHoe | 3a/1ad, 3aIUTHI

HK'3.5 — ofecHedyHBATh 3aIUTy [pU | YIPABICHHE CEPBEPOM; nabopaTopHbIX  paboT.
IK 3.6 HNOJK/IIOYEHUH K HHPOPMALIMOHHO- | — TEXHOJIOTUIO 6ezomacuocty, | ATOrOBBIA KOHTPOJIb B
OK.01-OK.11 TEJIEKOMMYHUKAI[MOHH O1 CETH | IPOTOKOJIOB aBTOPHU3ALNH, dopme 9K3aMcHa
"UnTepuet". KOH(MUICHIIUATBHOCTH U 0€30MacHOCTH (kBaM(UKALTOHHOTO).

1Ipu paboTEe C CETEBBIMU PECYpCaMH.




Kpurepun onennBaHusi pe3yJibTaTOB O00y4YeHUs] MO MNPOecCHOHAIbHOMY
MOIYJIIO, IIKAJIA OLleHUBAHUS

Kpurepuu orieHMBaHuA:

- YCBOEHHUE MPOTrPaMMHOr0 TEOPETUYECKOro Marepuana (00beM 3HaHHM, TiyOnHa
YCBOCHHS);

- YMEHHUE U3JIarath NporpaMMHbIA MaTepuan (4€TKOCTb, FPAMOTHOCTh HM3JI0KEHUS
MaTepuaa, TOYHOCTh U IMOJTHOTa BOCIIPOU3BECHUS yueOHOr0 MaTepuana);

- YMEHHE MPUMEHSATh TCOPETUYECKUE 3HAHUS Ha MTPAKTHUKE.

II1kajia OllEHVBAHUS:

Pe3ynbrarsl caauu muddepeHInpPOBaHHOTO 3auera, AK3aMEHa
(KBaTM(PUKAIIMOHHOTO)  OIICHUBAIOTCA IO IIKAJIE «OTIUMYHO», «XOPOIIOY,
«YIOBJIETBOPUTEIBHOY, «HEYIOBIETBOPUTEIHHOM.

OrneHka «OTJIMYHO» BBICTABIISIETCS OOYYaIOMIEMYCsl, KOTOPBIA TIyOOKO M
IPOYHO YCBOWJ MPOrpaMMHBIA Marepuas, MpOABISIET 3HAHUE OCHOBHOW U
JNONOJHUTENILHOM ~ JUTEpaTypbl,  TI'PaMOTHO,  JIOTUYECKHM  CTPOMHO U
apryMEHTHPOBAHO H3JlaraeT MaTepuan, JaeT HWCUYEPHbIBAIOIIME OTBETHl Ha
MIOCTaBJICHHBIE BOMPOCKHI. B O0TBeTE TECHO YBA3BIBAETCS TECOPHUS C MPAKTUKOU, IIPH
ATOM OOydYarouIuics HE 3aTPYIHSETCS C OTBETOM MPHU BUIOM3MEHEHUM 3aJaHus,
CBOOOHO CITPABIISICTCS C MPAKTUYECKUMHU 3aJaHUSIMU.

OneHka «XOpOIIO» BBICTABJISETCS O0yYarolmeMycsi, TBEPIO 3HAIOLIEMY
MpOrpaMMHBIM MaTepHuail, KOTOPbIA HM3JaraeT €ro rpaMOTHO M IO CYIIECTBY, HE
JOMYCKAeT CYIIECTBEHHBIX HETOYHOCTE B OTBETE€ HA BOMPOC, IPABUIBHO
NPUMEHSIET TEOPETUYECKUE TMOJOKEHUS NIPU PEIICHUU MPAKTHUYECKUX BOIMPOCOB U
3a/1a4, HE UCTBITHIBACT 3aTPYJHECHUM C OTBETAMU Ha BOMPOCHI.

OrneHka «yJOBJIETBOPUTEIHHO» BBICTABISICTCS OOydYarOImEeMycsi, KOTOPHBIM
MMEET 3HaHUsI TOJHLKO OCHOBHOI'O MaTepuana, HO HE YCBOWJI €ro jeTaliei,
JIOMyCKaeT HETOYHOCTH, HEJOCTATOYHO MPaBWIbHBIE (DOPMYIMPOBKU, UCIIBITHIBAET
3aTPyHEHUS MPHU BHITIOJTHEHUU NMPAKTUYECKUX PadoT.

O1ieHKa «HEYJTOBJIECTBOPUTEIHLHO» BBICTABISCTCS OOYYAIOIIEMYCS, KOTOPBIM
HE 3HAaeT 3HAUMUTENBbHOM YacTM NPOrpaMMHOr0 MaTepuala, JOMyCKaeT
CYIIIECTBEHHBIE OIMMOKH, HEYBEPEHHO, ¢ OOJIBIIMMH 3aTPYAHCHUSMH BBITOTHSCT
paKTUYECKrEe PabOoThlI.




JlonmosiHeHUs1 M U3MEeHeHHs K pado4yeil mMporpaMMe HAa y4eOHbI roj

Jomonnenuss 1 u3MeHeHus K paboueil mporpamme Ha 2024-2025 yuyeOHBIN
rog no npogeccuoHaibHoMy Moaymo [IM.03 Dkcrutyaraius oOBEKTOB CETEBOM
UHOPACTPYKTYPBI: B paslien YCIOBUS peaju3aluu MpodhecCuOHAIBHOTO MOIYJIS
(mynkt WMuHpopmanronHoe obecrneueHrne npodhecCHOHAIBHOIO MOJYJIsS) BHECEHBI
U3MEHEHMS B COMCOK OCHOBHOM Y JIONOJHUTEAbHOW JUTEPATYPBIL.

JlomonHeHUs ¥ U3MEHEHUs B pabodeil mporpaMMe o0CyKIE€HbI Ha 3aCeAaHUN
[NIK nHpOpMALIMOHHBIX TEXHOJOTHH.

«30» aBrycra 2024r. (mpotokos Ne 1)

[Mpencenarens MK / M./Z /J1.1.Jlorunosa/
/



JlonosiHeHUs1 M U3MEHeHHs K padoueii mporpaMMe Ha y4eOHbIi 1o

Jomonnenuss 1 u3MeHeHus K pabodeil mporpamme Ha 2025-2026 yueOHBIN
rog no npogeccuoHaibHoMy Moaymo [IM.03 Dkcrutyaraius oOBEKTOB CETEBOM
UHOPACTPYKTYPBI: B paslien YCIOBUS peaju3aluu MpodhecCuOHAIBHOTO MOIYJIS
(mynkt WMuHpopmanronHoe obecrneueHrne npodhecCHOHAIBHOIO MOJYJIsS) BHECEHBI
U3MEHEHMS B COMCOK OCHOBHOM Y JIONOJHUTEAbHOW JUTEPATYPBIL.

JlomonHeHUs ¥ U3MEHEHUs B pabodeil mporpaMMe o0CyKIE€HbI Ha 3aCeAaHUN
[NIK nHpOpMALIMOHHBIX TEXHOJOTHUH.

«30» aBrycra 2025r. (mpoTokos Ne 1)

[Mpencenarens TTIK / M./Z /J1.W.JlorunoBa/
/



